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GeoSpatial data over the Web
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Need : access control
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Sample : GMap
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Several single applications

Control Panel «| | Map || Query result

Layer Tree - sign out
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X applications' = hard to maintain
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Solution

A web mapping application|
eatuNg aCCESSICONLIOING
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GeoPrisma features

Built on OpenSource libraries

Architecture

Access controlled data (proxy)

Integration with any authentication libraries
Integration with any geospatial services
Links to external applications

Dynamic User Interface (Ul)

Custom template

118n support
Access controlled functionality (widgets)



Built on OpenSource libraries

Suppert & Development

Sponsorship Wik Blog FAQ Dowrload Email Lists

OpenlLayers:
Free Maps
for the Web

Get OpenLayers
Now!!
Latest code:

# Link to the hosted

1 1 version
- ~ N ' » 2.8 (Stable): tar.gz
c s

2.8 Release Notes

Put an open map widget in any web page!
Double-click to zoom in, and drag to pan. Hold down the shift key

Class and drag to zoom to a particular region

Documentation,
More
documentation

See Screenshots
See examples of OpenLayers Usage

About...

OpenLayers makes it easy to put a dynamic map in any web page. It can display map tiles and markers
loaded from any source. MetaCarta developed the initial version of OpenLayers and gave it to the public

FeatlresSenver:

arch

Documentation | Examples | Download | Development

G,
,g& GeoExt

JavaScript Toolkit for Rich Web
Mapping Applications

Download

NMapSenver
lileCache

Current release: 0.5
GeoBxt brings together the geospatial know how of OpenlLavers
with the user interface sawy of Ext |5 to help you build powerful
desktop style GIS apps on the web with JavaScript.

GeoExt News

GeoBxt at FOS54G 2009
GeoBxt will be featured ina
number of presentations at
the upcoming FOSSA4G...

GeoBxt 0.5 released

The GeoExt community is
proud to announce the
release of GeoExt 0.5, the fi

Documentation | Examples | Download | Development

Using GeoExt
See GeoExt in action

new Ext Window( {
title: "GeoExt in Action”,

MAPS

Documentation »

Welcome to
MapServer

MapServer is an Open Source
platform for publishing spatial
data and interactive mapping
applications to the web.
Originally developed in the

- = 4-22-2009 -MapServer
mid-1990's at the University of =8 {\\\\ ,-( S.4is released

Minnesota, MapServer is
released under an M/7-style
license, and runs on all major

platforms (Windows,

05 x)

The MapServer Froject Steening

Committee (FSC), sanctioned
05Geo, manages and
administers the project which

Home | Docs | Issue Tracker | FAQ | Download

ERVER

index

[EE R

Welcome to MapServer
= Announcements
= 7-24-2009 -MapServer
5.42 is released
= 5-1-2009 - MapServer
5.4.1isreleased

3-26-2009 -MapSenver
5.2.2 and 4.10.4 security
fixes are released
3-8-2009 - MapServer
PSC Attend Toronto
Code Sprint
12-30-2008 -New
MapServer website is
now live

i 12-16-2008 -Mapsernver
s 7 Graduates 0SGeo

by

I

StartPage  IndexbyTHe = IndexbyDate  Last Change

Find your way

Home
Documentation
Community
Development
Map

Map

o Download and Install

« MapFish Applications
« = Blog

« = Follow me on Twitter
« = API Doc

Fish

Fish is an easy-to-use and extensible web 2.0 mapping application

framework

etc.

height: 280, width: 450, layout: "fit",
items: [{
xtype: "gx_mappanel”,
layers: [new Openlayers.Layer WHS(
"Global Imagery", "http://demo.opengeo.org/geoserve
{layers: 'bluemarble'}

Geobxt 0.5 RC1
Announcement
The GeoExt community is
proud to announce the first
B release canddate of Ge.
zoom: 1
1
}.show();
[

MapFish is composed of two parts: MapFish Client and MapFish Server. MapFish
Client is a JavaScript framework based on = OpenlLayers for the mapping part,
on = Ext)S and = GeoExt for the GUI part. MapFish Server is responsible for
server side treatments and is composed of several modules which can be
implemented in several languages such as Python, Java, Ruby, PHP or others.

MapFish is cartographic server agnostic. It can be used with MapServer.
GeoServer, MapGuide or whatever cartographic server that is able to communicate
with open protocols like WMS or WFS.




Under the hood

<service>
m <source>htjp://featureserver.org,
s

</service>
|
cribble</layer>

*"'-.:/ A LG
{resourﬂE§:§$
<data 'tore i>

-r.:dal' s>Scribble FS</datast

<di >>Scribble TileCache<,
<0 tmeme—wee2>Scribble WMS</datas

@ </datastores>
</resource>
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Standard architecture

[ Web browser ]
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Architecture with GeoPrisma

[ Web browser ]
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Access control by a proxy

GetMap request

GetMap request _
Users Ul GeoPrisma GeoSpatial services
(Proxy)



Components

Authentication
Access control list
Data filtering




Integration with any
authentication libraries

— LDAP
7\ JoSSO
- - *- DataBase
I |l XML
—_—— Yours...

class org geoprisma acl BorealisACL extends org geoprisma acl ACL
{

private static $s objInstance = null;

private static $s strUsername = 'anonymous';

private static $s bCaching = false;



Integration with any
geospatial service

— WMS
( ) FeatureServer
- - S TileCache
/ GYMO
N — Any...

abstract class org geoprisma service Service

class org geoprisma service FeatureServerService extends
org geoprisma service Service



Links to external applications

- - Your application !




Architecture with GeoPrisma

Web browser

GeoPrisma
Application

e
GeoPrisma
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Dynamic User Interface

Custom Ul templates

Map l Control Panel »

sign out Layer Tree -

=49 TieCache
ity S| . o s -
@ @)\ Q @ 4 b Cty Shortcut... v| L —— | ¥ Q 0/ ¥ Q - EProvince Boundaries
Y EESET
!
! = Crarks
Ma Cuery result
Control Panel g [ B H v l =] M Federal Limis
Layer Tree = d = [ Railrcads
=49 Tik Cache . = [ Rcads
— . =
=] M Province Boundaries . City Shoricu.. vt 1 < = ¥ cites
== Cwms =5 Vector
= Crarks =] ¥| Roads
=] ¥ Federal Limits =1 ¥ cites
= ORailrcads
= OReads
=] M cities
(=45 Vector
= | Roarks Reg.lna. Winni
i A innipeg
=] ¥ Cities ]

Rl

Query Result

GMap Provinces ” GMap Cities ]

MName Reg #  Fopultion range (cock) Capital (code)
Jonguiere 24 5 o
Dorval 2 1 o}

egina
“allhe Winnipeg
L ]
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Dynamic User Interface

118n support
English

Menu «|| | Map
Layer Tres @ @-1% Q|;‘i‘}| 4 P o/v T’/T Qv @| iv|@E & Gt ok gl 7 77| Select parcel pa_nd value w

=2 All layers e
A o . Click on the map to get information on queryable layers

=] Base layers
=] o Quickbird Image

= Eﬂverlays

E ] Parcels
E O Parcel disputes
= seribbie
E O layer_restrictions
= pistricts
E O Gozars
E O Intersections
= rows

Query Results

Help




Dynamic User Interface

118n support

French

Menu g Jm
couches e eafl i 0 QO

=3 Toutes les couches e
=l {8 Couches de base
=] & image Quickbird

v|@ E & ofif GO @l 7 £y | Tapez lavaleur pa_nd des lots |

Cliquez sur la carte pour obtenir des informations sur les
couches interrogeables

= E Couches superposées

=™ Lots
=] Lots contestés
= scribble
E O layer_restrictions
= istricts
E O Gozars
E O Intersections
= Routes

Résultats de requéte




Dynamic User Interface

118n support

Non roman languages
Menu = 5+ % Map - <

=l

=l 5

=L Parcel 25
S|

E O layer_restrictions
g0

S L

=

= [

Query =< 54




Dynamic User Interface

Widgets automatically
added if access granted

Control Panel <« | Map || Query result |

Arbre de couche =

23 TikCache -
=] ¥ Province Boundaries ’ q "‘"| I
=243 Lwws s Quactza '
=] [Irarks | 1{] ebec
=] MFeceral Limits H : éﬂ een Charlotte City \
=] [ Railrcads Quesnel
= LRoads 3 i
= M cities ulqalmt 3




Dynamic User Interface

Widgets automatically
added if access granted

Control Panel ¢ Map || Query result

Arbre de couche - sign out

= TieCache
= & Province Bouncaris G @ Q | @' 4 P ||cityShortcut.. | |.=’ i Q o Q
=23 Cwms gﬁ g % \ GMEI Glr::h on the map to get information on layers
=] L rarks GMap Cities | R A
§ fr oy

=] ¥ Feckral Limits

== i ; 1 E- .

g g:azﬂmllm + q I. O ; . o p
= Mcites <= e Maalut




Dynamic User Interface

Widgets
Built with OpenLayers, MapFish, GeoExt, ExtJS, etc.
Map Merge
MapPanel Split
Toolbar Scale
ZoomSlider MousePosition
Query MeasureTool
FeaturePanel LayerTree
Editing tools Recenter

InitialView



Dynamic User Interface

Secretary

Resource C RI(U D

Base X

Farks

Frovinces

Fed. Lim. X

Railrcads Settler

Flles . Resource

Cities Base
Farks
Frovinces
Fed. Lim.
Railrcads
Roack
Cities

Gardener
Resource
Base
Parks
Provinces
Fed. Lim.
3
Z R LU D
x
x
x
oM K X

SuperAdmin

Resounce
Base
Farks
Frovinces
Fed. Lim.
Railroads
Roacks
Cities

A A - - - -

Review : GMap sample

o= M o= o= M = I

C

HoH oM oM X M MK C

ivilEngineer
Resource C R U D
Base X
Farks
Frovinces X
Fed. Lim.
3

D

X

X

X

X

X Create
X Read
% Update

Delete



Control Panel L3

Laver Tree -
23 TikCache

=] ¥ Province Boundaries
=23 Mwms

=] ™ Feckral Limits

=] ¥ Acads

=] ™ cities
=) Vector

=| [¥| Roads

= ¥ cities

Map | Query result

@ aald « »

City Shortcut...

“&%ﬂ% 4

347

Secretary

Resounce
Base X
Farks

Frovinces

Fed. Lim.

Railrcads

Roads

S S
P r,
h_-!! =3 o )

sign out
v| 1 - | T
GMap Provinces (Poly) |
GMap Cities ¢
a3

: 2
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A §
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: Gharotetov
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Fredericton
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Layer Tree E]
259 Mvms

i oyt

sign out

Resource

Baze

Parks

Frovinces
Fed. Lim.

Railroads

Roack




Laver Tree

=]

= TieCache
E .F'rmrin::e Boundaries
=53 Mwus
= Raircacs
E .Hm
= ¥cites
=5 Vector
E .Hm
- E M cities

e G

sign out

ﬁla\ ™ g b | Chicoutimi

i QO

Modify features - GMap Roads (F5)

Resource |G|H|u||]|

Base
Farks
Frovinces
Fed. Lim.
Railrcads
Roads




Layer Tree

=]

=3 Mwms

 E] @ receral Limis
- E] #Rcacs

: E -B'rtizs

=) Vector
- E] ¥ Rcads
E .G'rt'ﬂs

e

sign out

Resource

Base
Farks
Frovinces
Fed. Lim.
Railrcads

ﬁ|@\ @\ @l 4 1 || Chicoutimi v| i . _,.F‘H? QQE

Modify features - G Map Cities (FS)

Roads

alme:!

Cites
e #

FPopulation:

Type:

Chicoutimi

24

Maore than 250,000

City




Control Panel L3

Laver Tree —
=1+ TieCache

=] ™ Province Boundaries
=253 Mwws

=] ® parks

=] ¥ Feckeral Limits

=] ¥ Railrcads

=] M Roads

= # cities
=5 Vector

=] ¥ Roads

=] # cities

Query

result

sign out

@ @ Q O 4 b | chcoutim v [ -7 ®,| _u|$,

Alm

-

A

[] GMap Roads (FS)

GMap Cities (F5)
SuperAdmin
Resource Z R U D
Base X X X X
Farks X X X X
Frovinces X X X X
Fed. Lim. X ¥ X X ;.}
Railrcads X X X X —
GMap «
Roads X X X X
Mame:
Cities X X X X
Reg #:
FPopulation: More than 250,000 W
Type: City b
cammi cancel Scale =\1 : 500K
\ \ 174558415738, 3069455418
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GeoSpatiall data over the Web
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GeoSpatial data Web

A common problem today is to bring geospatial data
over the web.

This has been solved already in the past; we won't
bore you with that.



Need : access control

But what about access control ?

What if you want to bring your data over to the web,
but not to everyone?



Sample :; GMap

The easiest way to demonstrate the need is with an
example.

Here's the Gmap demo. Let's apply some access
control to it.



Several single applications

Layer Tree =
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Without an access control tool, you would have to
create several individual applications and apply
security to each one.



X applications = hard to maintain

Several applications to maintain is counterproductive.



Solution

AWWeEbNmappInyglapplication
featuring accessicontrol o
geospatialidataiwithidynamicuser

interfaces.

Our solution ; GeoPrisma

A web mapping application featuring access control
to geospatial data and dynamic user interfaces.



GeoPrisma features

Built on OpenSource libraries

Architecture

Access controlled data (proxy)

Integration with any authentication libraries
Integration with any geospatial services
Links to external applications

Dynamic User Interface (Ul)

Custom template
i18n support
Access controlled functionality (widgets)

Now let's take a closer look at it.

There are 2 main features to GeoPrisma: a proxy and
a dynamic Ul.

But first let's present Geoprisma.



Built on OpenSource libraries

OpenlLayers

FeatlreSenver
C}Q GeoExt

NMapSenver
TileCache
etc.

First of all, GeoPrisma does not reinvent the wheel.

We use existing and proven Open Source
components such as OpenLayers, MapServer,
MapFish and others...



Under the hood

<service>
<source>htjp://featureserver.org,
</service>

TileCache <da

Scribble <layer>scribble</layer>

)
G/

<
- .
N —— <resourfes™\)
W <data 'tore >

e>Scribble FS</datast(

o
<di e>Scribble TileCache<,

<(éeweewee2>Scribble WMS</datas"
@ </datastores>
</resource>

Under the hood the concept is quite simple. Access
control on the data is configured in an XML file.

Multiple services can be defined, WMS,
FeatureServer, TileCache and soon
MapFishServer or WPS.

All those services can serve the same layer.

In GeoPrisma we regroup all those services under a
component we call resource.

And it's on the resource that we apply access control.



Standard architecture

Web browser

Application

Ve
openLayers m
\_

J \E)L

Services

(
\ J/
.

To illustrate what we are saying, here's a typical web
mapping architecture, composed of a client
browser running JavaScript applications (like
OpenLayers) connecting with services on a server
(WMS, WFS, TileCache).



Architecture with GeoPrisma

Web browser

Application

\

£3 e

. Y,
GeoPrisma

~\

s

Services

r
\

GeoPrisma provides an access control layer that fits
in between the client and the services.



Access control by a proxy

GetMap request

®

GetMap request 13
Users GeoPrisma GeoSpatial services

(Proxy)

Here's a simple example.

When a user tries to connect to a WMS service,
GeoPrisma checks if she has access to it

and sends the request to the server

to get a map

If the user doesn't have access then the request is
denied



Components
y _l\
[ l Authentication

Access control list
Data filtering

|

"

(U

You may ask yourself: what.s so special with
GeoPrisma? | can do that in PHP or Python or
whatever.

Sure, but our proxy can integrate with any
authentication library and connect to any geospatial
service.



Integration with any
authentication libraries

_ _ LDAP
' 7\ Josso
9 - [' l DataBase
.. XML
— Yours...

class org geoprisma acl BorealisACL extends org geoprisma acl ACL

{

private static $s objInstance = null;
private static $s strUsername = 'anonymous';
private static $s bCaching = false;

We currently have drivers to use LDAP, JOSSO,
PostgreSQL DB, XML files for authentication.

And it's easy to make more : extend a PHP class !



Integration with any
geospatial service

WMS
FeatureServer
TileCache
GYMO

Any...

abstract class org geoprisma service Service

class org geoprisma service FeatureServerService extends
org geoprisma service Service

Arbitrary services can be configured to work with
GeoPrisma, not just OGC web services

You can see the list of currently supported services
and ...

It's easy to make more : extend a PHP class !.



Links to external applications

<—> Your application !

GeoPrisma can also connect to external applications.
We already did it with GeoNetwork and with an
application you can see in the presentation at 11:30
in Parkside G04.



Architecture with GeoPrisma

Web browser

GeoPrisma
Application
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GeoPrisma

( Services R
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The second big strength of GeoPrisma is its user
interface generation capabilities. In a GeoPrisma
application, the Ul is always automatically
generated based on the user permissions.

That means that GeoPrisma generates a user

interface based on specific user access. The tools
can be ,secured”.



Dynamic User' Interface

Custom Ul templates

« | map | Query resut

The Ul is generated using a templating system,
currently XSLT.

The same application can have a different look for
different clients or users.



Dynamic User' Interface

i18n support
English

Q- Q- @ iv|@;g & G o o Sy L sekct parcelpa_nd vale

e .

Click on the map to get information on queryable layers

mmmmm
Gozars

20

Also, GeoPrisma was built with internationalisation
support from the start.

GeoPrisma's widgetry is currently available in English
and French.



Dynamic User' Interface

i18n support

French

@Al « » © 4 O Ol JLME B DBy Ly ke

Cliquez sur la carte pour oblenir des informations sur les

7 e
couches interrogeables

Menu «| | Carte
4 b

-
*

21

French

You can see the layer tree and tooltips text changing



Dynamic User' Interface

i18n support

Non roman languages

Menu 1= 5 «| | Map oecs

;ﬁwpommuu -l & QQHW 4 b 0' *- Q' @l A

-3 B & 9B o gl /7y L3 e oepam
e . : : 2

22

Even a non roman language !

Well, that's more a mixture of characters, but it shows
right-to-left language support.

BTW, the maps you just saw are from a real world
application using GeoPrisma deployed at the end of
the summer.



Dynamic User' Interface

Widgets automatically
added if access granted

Control Panel « Map || Query result

Arbre de couche =

== TikeCache =
E Province Boundaries . ] ’ I
=23 Cwms Y oy w()uaqmq :
= Crarks H - Cluebec
= ™ Feckral Limits Queen Charlotte City
= D Raircads

= CRcads
= M cites

23

But let's come back to one of the main reasons you
want to use GeoPrisma: the automatically generated

user interface.

The tools (also known as widgets) in your application
will be included only if you have the right access to
the data they operate on.



Dynamic User' Interface

Widgets automatically
added if access granted

Contrel Panel <« Map || Query result

Arbre de couche - sign out

=3 TieCache = = ————

5 @ Province Boundaris @ Q Q|@| 4 b || city Shortcut... ~|i vl; T 4 Qv - Qv
- iy — 1

=539 Hwus i,

i o
= Crarks g:\]g ,' % ;
=] M Federal Limits IR =

9 \ gm:l Click on the map to get information on kyers
it GMap Cities TR
5 o "".':‘L"'f‘_-' 3
= URaircads L 158 1
alui i - 3 : :

= CRcads
24

= M cities

It's true for all the elements in the interface : the
layers in the map and the legend of course

But also for more specific tools like the query button
or the online editing features.



Dynamic User'Interface

Widgets
Built with OpenLayers, MapFish, GeoExt, ExtJS, etc.
Map Merge
MapPanel Split
Toolbar Scale
ZoomSlider MousePosition
Query MeasureTool
FeaturePanel LayerTree
Editing tools Recenter
InitialView

25

There's a nice library of widgets already included and
it's growing fast. Most of them are simply the tools
from OpenlLayers, MapFish and GeoEXxt.

That's one of the key ingredients of GeoPrisma : We
don't reinvent the wheel

When something is already available, we reuse it. If
it's not, we do it and contribute it back to the right
project. We try to not have any custom tools in our
system.



Dynamic User' Interface

Review : GMap sample

Secretary Gardener CivilEngineer

Resource C R U D Resource C R U D Resource c u o

Bas * Base * Bas x

Farks Farks x Parks

Provinces x Provinces Provinces x

Fed. Lim. X Fed. Lim. Fed. Lim.

Railrcads Settler 3 SuperAdmin x

=3 Resource CRUD Resource CRUD X

Cites Bas X Bas X X X X
Farks Parks X X X X
Provinces Provinces X X X X
Fed. Lim. x Fed. Lim. X X X X
Railrcack Railroads X X X X Create
Roads X Reads X X X X Read
Cities X K K X Cities X X X X Upda}g

Delete

Let's see GeoPrisma in pseudo-action (a 20-minute
presentation doesn't allow for a live demo ;-) )

There will be 5 users with different access. Some will
have read-only access and some will have read and
write.



Control Panel « Map || Query result

Layer Tree - sign out
=4 TieCache

=] Ml Province Bouncaries @ Q e)\|€3|| 4 b |[Ciy Shortcut... v| i '|'. 140
ey - -

=] @ Feckral Limis @)ﬂ g% %,.r.d GMap Cities
i

=] & cities
=5 Vector
= Foads

=] MRcads
Secretary

Cities
Resource R U D

Base X

Parks ,f}%' =
. <5
Frovinces X

This first user, the secretary, has read-only access to
most features.

The basic tools are included.



Control Panel « Map || Query result

Layer Tree = sign out
223 Mwus .
Dl Q@ @[ « » [ik
GMap Parks
e
4 »
A
s :
i Gardener C‘z
il Resource CRUD
Base X
é\} Parks X
- Frovinces
Fed. Lim.
Railrcacs
Roads
Cities

=1

&
i Scale= 1:20M

120234428563, 733224.41897

Now if we look at the gardener, you can immediately
see that with less access there are fewer layers
available, but also fewer tools.

Note how the gardener has the 'i' button working
only for the parks. The roads are not there anymore.



Control Panel « Map || Query result

Layer Tree - sign out
=] TieCache g = — . . ; :
:_::IEivaince Boundaries @ b 6)\ @ 4 P Chicoutimi ¥t vl 0 6
= B EWMS = Modify features - GMap Roads (FS)
=] ¥ Raircacs n oo
=] ¥ Rcacs -
=] M cities -
=) Vector
=] ¥ Roads CivilEngineer
= & cites
j Resource c u o
Base X
Farks
- Frovinces x
Fed. Lim.
Alm,
= Railrcads X X X X
Reoads £ X X X
Cities X

1763224.42725, 305591.30658

The civil engineer now, has write access to the roads,
so there are new tools in the application.

Notice the editing tools and the layer tree that now
contains new layers.



Control Panel « Map || Query result
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The settler can edit the cities as we can see.

It's important to note that as the Ul is built with limited
tools, the transaction on the server is also secured to
make sure that the queries are not hacked.



Control Panel « Map || Query result
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\ \ 174555415738, 30594308418

Finally the Superadmin has:
Full access

Full layers

Full widgetry



Contributors

relige)ias Jple,
VAP gEARSHNCY
NippourRGeomatik

There are three contributors right now.

The project was an initiative from Boreal-IS and was
developed with the help of Mapgears.

Nippour Geomatik joined later on and used
GeoPrisma to build a mapping portal.



Conclusion

hitpH/gEopSIMarorg/downioad

Boreal-IS contributed the code from GeoPrisma and
it's now an Open Source project (BSD licenced).
Simply go to geoprisma.org to get more information
and download the zip on a web directory for a test
drive.

This presentation is actually part of the official launch
of the project. The same presentation is also given at
around the same time in Montreal, Canada. On the
other side of the planet. That's geo-diversity! :-)
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